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Saint-Brieuc (3§

Bienvenue

Hot Spot MAIRIE DE SAINT BRIEUC

Identifiant: | g7ya
Mot de
passe:
alname: | Jérsmy | Option pisc 20)

Toute utilisation frauduleuse de cet acc@s fera lobjet dune plainte au pgnal
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AM

HeLr (7)

SYSTEM QUICK VIEW

System

Network

Wireless

I @2" $# ASITH ST(# 3
SSL CERTIFICATE

SSL Certificate Download

I 2 ## #( " tTH M

$$6 $ 5<"$I7H S 9 >928 '
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0 (0 - 32 E *1 0 )

/

SECURE REMOTE

_ Startconneciion
Status

VPN Tunnel: Offline
Client IP:
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CONFIGURATION

Restore
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SYSLOG

Send to Email
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H- OO0

SYSLOG

System

Syslog Email Syslog Name

Subscriber

Syslog | Email log Name

Proprietary Accounting
Syslog | Email | Syslog Name

Il

[¥]
[¥]
il

[ 32 ## 1%

C IV &# < 7?8
27

1 1 ?

This b Site is ocked'by System T i

Resiricted Destination List

No. Active

1 |

/("

&FABB *

ription

Description

Description

$7 # $ $

Address List

D2 ## 1#( "7 1%

Interval Time

Interval Time

2 lminate
2 n

Interval Time

Delete

(& Desactiver 4 Cookies™ || €557 | Form.~ (4] Images~ & Information- | Divers® o Entoures™ , o Redimensionner s~ Outils® fie| Vorr Sourcer g?%mw
L ZyXEL ZyAIR G-4100v2 User ViewInt.. < | || Warning. e
Warning !!

This Web Site is blocked by System

e
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SESSION TRACE

Send to TFTP Server

e

Send to E-mail Server
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@ wireshark - Download

Systemo

* 40
* AKB& ,

)ABB

( ' 2 &)FABB
8 9

AK )

I @2 $ T# )

# nsl-100.local - Systéme|Cy.. X | &

Réseau Disques Services Accés Statut  Diagnostiques  Configuration avancés  Alde

Systéme|Configuration générale

Nom d'hote

NAS, sans e nom de domaine ¢.g. freer

Domaine [iocw ]

e com, local

Configuration DNS

Setveurs DNS IPvd 108

[ 2 87

AK 1

> &

"2

[ wireshark - Download

Informations systés

Nom

Version

Version de F'OS
Platetorme
Date

Tem
fonctionnement

Demiére modification de
Ia configuration

Fréquence CPU
Ut

tion CPU
Utilisation de Ia mémolre
Utilisation du swap
Charge moyenne

Remplissage des
disques

ST(H S

» nsl-100.local - FreeNAS w..

nsi- 100 Jocal
0.69 Kwisatz Haderach (revision 4
Compiké le Sat Jan 17 00,39:14 UTC
) 6.4-RELEASE-p3 (reviaion 109506)
il sur (04eX(R) Alom{TM) CPU 230 @ 1.60GHz (1596MHz)

EST 2010

dev!

.00, 0,00, 0.0¢

Data




Systéme  Réseau  Disques  Services Acces  5Statut Diagnostiques  Configuration avancée  Aide

Systéme|Configuratio

Geénéral Mot de passe

Nom d'hote

MNom d'hite

Domaine

Configuration DNS
Serveurs ONS IPv4

|

Serveurs DNS IPVE

" 2 " %% %# 2

? - (  &FABB 7" - 9)
( 6? )ABB/

[l Wireshark - Download b4 | “# nsl-100.local - Services|TF... ¥ | aF

Services|TFTP

Trivial File Transfer Protocol Activer

Epe i [mntData TFTR I
Le répertoire contenant les fichiers que vous voulez publier. Lhite distant n'a pas besoin dindiguer le
nom du répertoire dans le transfert,

Autorise les nouveatr Il ; s L
o | Autoriser la création de nouveatr fichiers, k

Par défault, seuls les fichiers deja existant peuvent étre télécharges.

Parameétres avances
i )

Le port & écouter. Par défawrt, c'est le port tfitp spécifié dans le fichier fetc/services,
Mom dutifisateur ] |W_C_ |

S-pécifE e nom ﬂ'ﬁiilisateur sous lequel va fonctionner le service.,

umask | |
Configure le umask utiise jors de la creéation de fichiers. La valeur par deéfaut est zéro (acces en
lecture ou ecriture pour tous).

)ABB
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Numéro de référance  Zyxel G-4100 V2

PC Porlable

)) Adresse IP 192.168.98.36

Adresse IP

192.168.98.254

330 GRIFFON SALLE MACHINE

Systéme
Fexploitation Fedora Core 12
Adresse IP 192.168.98.33

/("

(8 !
J J
' 19
$ #8 !

SYSLOG

Switch NETGEAR

PhsTiect o réfererice E3ice Serveur NAS
Numéro de référence  NSL-100
Adresse [P 192.168.188.230
C2Y)# # ##+"11 11
' 2 &)FABB
,x ( 0 2 8)

e Syslog Server

e E-maiil /

e Syslog Server

SESSION TRACE |5

e E-mail
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2 /
AVANTAGES INCONVENIENTS
e Configuration simple | *Pas de cryptage
e format des logs *Pas de conitrbdle de
adaptés (date et reception (UDP)
événement)
e Filtrage des
demandes d'acces
(Adresse IP)
#>H# 2 HSH( 189S S S
- - - &)FABB 86  ADY9/
! - ( 0 JABB/? 2 )
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# #

* ( &FABB

( 0 )ABB/ 2 * *

( o -t -

'$7("# $8B!'B (,'$7

Log all kernel messages, authentication messages of
level notice or higher and anything of level err or
higher to the console.

Don't log private authentication messages!
.err;kern.*;auth.notice;authpriv.none Jdev/console

A e e e e

# Log anything (except mail) of lewvel info or higher.
# Don't log private authentication messages!

*# . info;mail .none;authpriv.none /var/log/messages

# The authpriv file has restricted access.
authpriv.* /var/log/secure

# Log all the mail messages in one place.
mail.* fvar/log/maillog

# Everybody gets emergency messages, plus log them on another
% machine.

*.emerg W
® . emerg Barpa.berkeley.edu

0

% 86 "
[(" D2 $7("# $"1# S # (

/

"#$

%& % '%!

1) "$T("H#H $%"

#8BI'B", $7

()

" HS % &' ()*+,)-.,*.,+/0

+& , ¥ & +

7



0o, 2
@/DI@/ #68& # > 67
) (/0
7. /
02 *
- (
86 @@9,

AVANTAGES

e Configuration
simple

e obligation de
connaitre le nom
du fichier pour le
telécharger

67?7 *,

H  )ABB/
/ ")
0 / (
&)FABB )
1 )
(' 2

INCONVENIENTS

Pas d'envoi des logs de
sessions

Pas d'authentification
Pas de cryptage

e Pas de conirole de
réception (UDP)
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&)FABB

] HotSpot_Ville de Saint-Brieuc1 5041008303604 - Bloc-

1"

52

A #HS$ %

Fichier Edition Format Affichage ?
HuST Name User nan Real Name pate / SourceTP\ SourceMag’  SourcePORt DestIP DestPort
'dotspot_ville_de _saint-Brieu: g7ya 15Apr10082854 1192.168.98.33 | D01GEAB2CF50 49559 129.20.233.19 80
Hotspot_ville_de saint-Brieuc g7ya 154pr10082854 192.168.98. 33 001GEAB2CF 30 129.20.233.19 80
Hotspot_ville_de_Saint-Brieuc g7ya 15Apr10082900 [192.168.98.33 0016EAB2CF50 .30. 08
HotSpot_Ville_de_Saint-Brieud g7ya 15Apr10082917 |192.168.98. 33 0016EAB2CF50
Hotspot_ville_de_saint-grieuc g7ya 15Apr10082918 |192.168.98.33 | 0016EAB2CF50
Hotspot_ville_de_saint-gBrieuc g7ya 15Apr10082921 [192.168.98. 33 0016EAB2CF50
Hotspot_ville_de_Saint-Brieuc g7ya 15Apr10082922 |192.168.98. 33 0016EAB2CF 50
Hotspot_Vville_de_saint-Brieud giya 15Apr10082922 (192.168.98.33 | 0016EAB2CF50
Hotspot_ville_de_saint-gBrieuc g7ya 15Apr10082922 [192.168.98. 33 0016EAB2CF50
Hotspot_ville_de saint-Brieuc g7ya 15Apr10082922 |192.168.98.33 | 0016EAB2CF50
Hotspot_ville_de_saint-grieu g?ya 15Apr10082934 [192.168.98.33 0016EAB2CF 50
HotSpot_ville_de Saint-Brieuc djcf 15Apr10082937 |192.168. 98. 32 0018DE1401CE
HotSpot_ville_de_Saint-Brieuc 28n6 15Apr10082940 192.168.13. 200 | 0040D0SAFSBB
Hotspot_ville_de_saint-grieuc g7ya 15Apr10082943 |192.168. 98.33 0016EAB2CF50
Hotspot_ville_de_saint-gBrieuc g7ya 15Apr10082949 /192.168.98.33 0016EAB2CF 50
Hotspot_ville_de Saint-Brieuc g7ya 15Apr10083003 |192.168.98.33 0016EAB2CF 50
Hotspot_Vville_de_Saint-Brieuc giya 15Apr10083008 192.168.98.33 | 0016EAB2CF50
Hotspot_ville_de_saint-grieuc g7ya 15Apr10083014 |192.168.98.33 | 0016EAB2CF50
Hotspot_ville_de_saint-eBrieuc g7ya 15Apr10083021 |192.168.98. 33 0016EAB2CF 50
Hotspot_ville_de saint-Brieuc g7ya 15Apr10083022 |192.168.98. 33 0016EAB2CF S50
Hotspot_Ville_de Saint-Brieuc g7ya 15Apr10083022 [192.168.98.33 | 0016EAB2CF50
HotSpot_ville_de_Saint-Brieuc g7ya 15Apr10083022 (192.168.98.33 | 0016EAB2CF50
Hotspot_ville_de_saint-grieuc g7ya 15Apr10083022 [192.168.98. 33 0016EAB2CF50
Hotspot_ville_de saint-gBrieuc g7ya 15Apr10083035 |192.168.98.33 0016EAB2CF50
Hotspot_Ville de_Saint-Brieu g?ya 15Apr10083035 |192.168.98. 33 0016EAB2CF50
Hotspot_ville_de_saint-Brieur djcf \ j 15Apr10083036 192.168.98.32 | 0018DE1401C6
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Architecture de test

L—f

Point D'acoss Wifi

Numéro de . ol 41002

référence
GRIFFOM SALLE
— MACHINE

PCPortatie

~

* 8( 2

Serveur NAS

MNumero de

Sfasice NEL-100

Switch NETGEAR

Systeme Fedora
d'exploitation Core 12

I 12 E>#(

AP > &

U 40 -
&FABB (  )ABB/

ﬁrchitecture recommande par ZyxelI

Réseau WAN

Paoint D'acces Wili

Mumér de

réference  Lykel G-4100_v2
GRIFFOM SALLE
o MACHINE
Sarveur NAS
Muméro de
réfarence  TVow 100
‘Réseau LAN
# "$

&FABBJ )ABB
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Manque ge fiabilité
Pas de filtrage o'URL
Serveur NAS non adapté
aux fechnologies du
point d'acces
Entierement Pensée pour - =
I'Utilisation do_ns les (ngg’eusfsﬁg g?\f\)é?éjrsi;s)
espaces publiques J
o o Cablage spécifique ¢
Installation Immediate respecter
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C,3,

VIGIPIRATE l

e Journaliser les historiques de navigation pendant
1 AN

HADOPI 2

e Filtrage des applications de transfert de fichiers

e Pas d'identification explicite de la personne physique
e |dentification du matériel utilisé pour la communication

e Garantir 'anonymat des journaux apres 1 AN de
conservation

e Sécuriser I'acces aux informations

e Informer de |la nature et du traitement des informations
conserveées
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Le service auquel vous souhaitez accéder requiertune
authentification

Identifiant : |
Mot de passe :

comment abtenir un c e ?
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:2009—11—06 18:29:42,951 |[-1237894254] INFO_ notalweg-access - ACCEPY &3.245.208.93:80 =167775495 DEFAULTAQ
i 2008-11-06 18:29:43,360 |[-1237894256] INFO notalweg-access - ACCEFY 212.58.226.73:80 =167775498 DEFAULTAQ
1 2009-11-06 18:43:02, 526 |[-12377549592] INF0 notalweg-access — RCCEPT 74.125.39.102:80 =167775498 DEFAULTAQ
:2009—11—06 18:43:02,671 |[-1237754992] INFO notalweg-access — ACCE T4.125.171.98:80 =167775498 DEFAULTAQ
1 2009-11-06 19:12:31,523 |[-1228350576] INFC notalweg-access — ACCE. T4.125.39.139:80 =167775495 DEFAULTAJQ
' 2009-11-06 19:13:31, 616 |[-1228350576] INFC notalweg-access — ACCE T4.125.171.88:80 K=167775492 DEFAULTAQ
I Cc2 1+ 7%
% 8 ) )33 9
1
% ' "8 eg /

G/IAIAID/I 2 )6 J6 &

NoTalweg P hcls Users BL Users Tickats Impart/Export H / 2 _
Blacklist Acls (Always closed) - , ’) + @VA S 2
Label e Pt | ename } 0)
www.plratebay.org
2 /
Address
Fort 1 _ ™
Add ! * 2 H
Open Acls (Opened if connected) ) /
o A ey [
auth unfvametz fr 443
# 1 1
Address
Port 0 " ( N @C *
Add - - - 8
I(" CC2 '$ F( "%# 27" #AS$ o T- 9/
TH (H%) +"
@K >

&
emM? + > &
@+ N 8 9 > &
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G/AIAIF/

10.13.5.84

10.13.58.152

10.13.51.252

17/11/2009 12:04:39 False

17/11/2009 12:01:05 False
17/11/2009 11:53:50 False
/(" C32 1'$ #'$ #$

J H/ () O-J

315.3 K8

12,97 KB

933,54 KB

1.77 MB

27,28 KB

3,65 MB

00:21:08
00:00:15

00:36:35

FB
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G/AI@/ # # @ 76

?- 6 +% @E ( ' . @BBF/ . -
' . )- /" ()
X ' - 8? o)
DB', ( % DA=Q * * / m 1

G/AI@/A/ 3 6 #

?- - )
-86 DGY9 "' " -
J i Favorites | s @ Suggested Sites = @] Web Slice Gallery =
/ , ( (y !Vﬁipf‘iensemptwaporta! 7‘7 B v B ~ 0 d v Pagew Sefetyv Teolsv i@v
-- 0
pfSense captive portal
86 D Kg/ Welcome to the pfSense Captive Portal! This is the defanlt page since a custom page has not been defined.
Username:
' ) Password:
]
/ -
Done & Internet | Protected Mode: On | B100% ~
% ) /(' CD2 W HWTH + TS
' 37
o 8 ( 1
1 9/
Username Full name =
hang Hans Gruber &é Lfﬂ
jakew Jake Wilson 07/31/2009 L& R
johny John Young 08/09/2009 @ Lfﬂ
madnak Graham ké Lfﬁ
/(" C52 '$ "9 "I o#"
@5 +9% > &
DB 4+ > : AAB/

DAOQs > &
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Diagnostics: System logs: Portal Auth

System  Firewall DHCP e 0. Ml TPsecVPN  PPTPVPN  Load Balancer OpenVPN  OpenNTPD  Settings
Last 50 Portal Auth log entries

Apr 28 12:33:46 logportalauth[491]: FAILURE: admin, 00:23:54:ec:63:8e, 192, 168.98.20
Apr 28 12:34:15 last message repeated 2 times
Apr 28 12:34:37 logportalauth[491]: FAILURE: admin, 00:23:54:ec:63:8e, 192, 168.93.20
Apr 28 12:37:45 logportalauth[491: LOGI.lJ: test, 00:23: 54:&:'63:8&, 192, 164. 1,250
s AL J
Clear log

I C92 ("% W #%7
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Diagnostics: System logs: Firewall

Firewall DHCP Portal Auth IPSECYVPI PRETP VPN Load Balancer DpamV PN DpanbTPD Sattings

| toav 18 20:22:58

MNov 18 20:23:32 | WAN

Mow 1B 20:23:33 | WAN

o
§
&
8
o
¥
=
-

|ale o
§
&
5
&
#
=
E

| o 18 20:24:24 | wan
[ viow 18 20:24:55 | wan
| How 18 20:25:16 | WAk
[ Mo 1820:25:10 | st

| toow 18 20:26:11 | WAN

208.60 [ 713c (10w

Nov 1B 20:26:45 | o=
Mow 1B 20:26:53 | WAN
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Proxy Content filter SquidGuard: Log

General settings  Default

Destinations Times Rewrites Log

Log type s log [w |

Black log ‘fwarfzquidGuardlogiblock Jog', Last 100:
[Num DateTime b Filter ID | Med
1 2009-04-08 14:29:53 |192.168.0.15 |h d I dication .c defaultblle_BL_adv |35505 |GET
2 2009-04-02 14:30:03 192,168,043 "'" "" d.yield .comijst?ad_type=ify ze=, 1404 tion_c deFault/blk_BL_adv |35505 |GET

ode—IEUSBZU&(b 12391757 94167587 Baip=Ry cg=I m&\r\rob 19528

pub:_rediract unen(oded 12pu

b_redirec hit P h Um.fSIG: h 15451,13175320,13345918 84546

E 420565 HE 050255y Lt IpTEBkwaANhedF ¥ =Y AHOO

[EXP=12291329941 =D

CATELISIZ2P 97 QEyWPBSER Yy XS TkncUINLAARKO =Sy KRBMSRN0-11= 1239 17579416 7587

K=adwii

Blggjafl i

Ej 2009-04-08 14:30:12 [192.168.0.15 |http:ip d I dication dfsh deFault/blk_BL_adv |35505 |GET
4 2009-04-02 14:30:18 192,163,015 |k d I dication dfsh deFault/blle_BL_adw |38505 |GET
5 2009-04-02 14:20:19 192, 168.0.42 "\"r\ ” d.yield .comijst?ad_type=if 2e=. 1404 tion_c deFault/blle_BL_adw |35505 |GET

Ude—131753203(b 1239175819263644R2ip=ty cg=1 m&yyub 19513

pub_redirect, unencoded 1&pu

b_redirec hit hoo comSIG=15mF hit=7 15481 13175320, 13345913 24546

= D=pageris= 9?420555 HE ylt—A‘jG WL JEQEBRQAYhCIF =1 AHDD

[EXP=12391830190=M

ipMKNG_eBPujF oP K doeFwIF y i kncUosdamt/B=g3hACHG_KLe-/1=12391758 19263644

MK=H_LAd

U1TBpRcbhy Y\ ulSw)fA=5405000R=0/*
3 2009-04-08 14:30:20|192.168.0.15 |k d I dication .c dfshow_ads js deFault/blke_PBL_adw |35505 |GET
7 2009-04-08 14:30:21 |192,168.0,173 [hetp:if204, 11,219,201 fcar_radnessincludesfimages/bg_t tabsman aif deFaultfin-addr 35505 [GET
d 2009-04-08 14:30:21|192,168.0.173 |http:fi204, 11,213,206 fad d.php?aid=35: BE, le ak Facebook defaultfin-addr 35505 [GET

com.‘\r226f1234.‘47.l’q1558750165_1262‘]pg,http:J.rproﬁla.ak.Facebook.(omf\r229f1496.l2

9/q1264052258_766 jpgifb_sig_in_iframe=18fb_siq_locale=en_USafh _sig_in_new_facebo

L ina : Cieaf e - idedind Gl e dmaeaimens 2

I c@2 ( + #

GIA/@/DI ? )6

Proto Source Port Destination | Port Gateway Description

r 0 [Tcr LAM net s = HTTPsAll Wan2FailoverWwanl
r g = LAN net * 1 5565205 » Wan1Balance'van2
r Q|- LAN net * 55652081 . . N -3 Wanl Gateway
I o |* LAN net " 55652022 . OPT twan2 'an2 Gatew
N D= LAN net = = i T LAN -> Wan1 Default

L
] pass %] block reject i ] log

[(" 3 2/ V#( ># +
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Enable/Disable specific P2P protocols

Aimster: [*" aimster and other P2P using the Aimster protocol and ports
BitTorrent: |7 Bittorrent and other P2P using the Torrent protocol and ports
BuddyShare: [ puddyShare and other P2P using the BuddyShare protocal and ports
CuteMX: |7 CuteMX and other P2P using the CuteMX protocol and ports
DCplusplus: [“" DC++ and other P2P using the DC++ protocol and ports
DCC: [ irc DCC file transfers

DirectConnect:

DirectFileExpress:

|"_ DirectConnect and other P2P using the DirectConnect protocol and ports

|"— DirectFileExpress and other P2P using the DirectFileExpress protocol and
ports

eDonkey2000:

[« eDonkey and other P2P using the eDonkey protocol and ports

I 32018 %! c

Enable/Disable specific games

|_ Battle.net - Virtually every game from Blizzard publishing should match

BattleNET:  this. This includes the following game series: Starcraft, Diablo, Warcraft.
Guild Wars also uses this port.
. ™ Battiefield 2 - this game uses a LARGE port range, be aware that you may
Battlefield2: need to manually rearrange the resulting rules to correctly prioritize other
traffic.
CallofDuty: |7 call Of Duty (United Offensive)
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System: Firewall: Aliases: Edit

Name |BGNKnownBad
The name of the alias may only consist of the characters a-z, -2 and 0-9,

Description |Kn0wn bad hosts like russian, china, etc.

‘fou may enter a description here For your reference (not parsed),
Type URL
URL

Enter as many urls as vou wish, Also set the time that vou would like the url refreshed in days.
After saving pfSense will download the URL and import the items into the alias.

URL Update Freq. Description
|Hbluegrass.net,’knownbad.txt |31 :l' |Update kniown bad bgn list every 30 days
;

@

/(" 3C2/ '#( A# %H  TH"

Services: DNS Blacklist
~ Enable DNS Blacklist
Below s @ scrokbox flled with categories you can select to be added to your blacklst.

Each category has 3 Ist of known domains/sites that will be denied access by users of ths network.

(Note: Using af categories at once wal require 300Mb of free memory. The adult category & rather memery ntensive, requing
200Mb.)

| Adult () Some adult site from erotic to hard pornography. (916274 domains) *
7| Aggressive (english) Some aggressive sites, (294 domains)
"~ Audio/Video ‘Some audio and video sites, (1672 domains) |
| blogs Some blogs sies. (rdomais) |
| Cleanup, Antivirus etc Sites to deinfect, update and protect computers, (168 domans)
Dangerous kits Sites. how nd .. (16 domais) |
| Drug Sites relstve o drugs. (430 domains)
| Financial Sites relative fnandial information. (72 domais)
Forums. Forums site. (174 domains)
Gambling/Casino games  Gambling and games sites, casno, etc. (645 domains)
Hacking Hacking stes (255 domains)
A french list for . VERY locally arlented, may help lbranes. (2038 domains)
Mabile phone Sites for mobie phane {ings, etc). (31 domains)

| Phishing Phishing sites (53660 domains) -

/(" 332 !'$ gt K ;#L K
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Proxy Content filter SquidGuard: General settings

[TORC THl Default ACL  Destinations  Times Rewrites Log
Enable =
Chek this for enable squidGuard
For saving configuration YU need click button ‘Save’ on bottom of page
fter changing configwation Souid Guard you must apply all changes
Apply.
SquidBuard service state: STARTED
Bocklst [
Chek this for enable blacklst
st |
prany Biacklist upload! prowy - enter here, or leave biank. Format: host:foort loginipass] . Default proy port 1080, Example:
*182.168.0.1:8080 user pase’
Eﬁ“i" [ntp:#Awwnw. shallalist de/Downloads/shallalist tar. gz
Enter FTP, HTTP or LOCAL (pfSense) URL blackit archive, or leave biark
Upload Url Restore last
Vew r
Ll Check this for view GUI log
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G/AID/
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3

Client Identity

IP and MAC address | I

Simultaneous Connections

Allowed 'l

This is a Customizable Title

The image can be changed too

/ Otranta (Lecce) + [taly

[ X508 Lapin

username | ]

Password [Fesssenas ]

Domain [EXAPLE CoM =]

e tistormisabloglohal faster

Authenticator Validity 5 -] minutes [(" 352 W HNIT7T>H# +" 0 )
/(" 392 $7 #'$ "%
A'$ '$36 $
1 mn - - ( % / 4 mn )
2 02 ' * '
)
1 11}
7 0* 86 FC9
Release 1.0.betal2 Intel(R) Pentium{R) D CPU
ZEROSHELL  mow =
== N uptime 3 days, 15:35
= Net Services {odou enoos Shoraown | =Y o2soarocs Graphcs [
| SYSTEM | | USERS List View Add Edit Delete X509 Kerberos 5
® Setup
® Logs -
e Utiities (New User) | submit | | Reset |
* Ueers
® Groups Username | | wio | | Primary Group | x| G| |
® LDAP/ NIS - = = 5 = -
® RADIUS Home Directory | | ‘Default shell © bash ® sh O tesh other |fbin/sh |
® Captive Portal ~\
.ﬂms_ User Information
® Hosts Firstname | | Lastname | | | organization |
® Rout
. Donger Description | | |E—Ma\| \ | | Phone |admin
® DHCP J
* VPN
* QoS Enabled e5
* Wireless |Passw0rd | Kerberos 5 Authentication =]
® Net Balancer [ERERRAHE)
Confirm Host-to-Lan VPN (L2TP/IPsec) W
® Kerberos 5 | 802.1X Access ( VLAN | |y 2]
& Cirawall
/(" 32 1 T o#t

FE
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Jul 24 23:46,56 SUCCESS: Session opened from host 192.168.0.4 (Admin)
Jul 25 00:43,03 SUCCESS: Session opened from host 192.168.0.9 (Admin)

I(" 3@2 ("% % #%!'7

22:53:52

22:53:52

22:53:53

22:53:53

22:53:53

22:53:53

22:53:53

22:53:53

22:53:53

22:53:58

22:53:59

22:54:04

22:54:05

22:54:10

22:54:11

LOG VIEWER Host Section Filter Configure
2010 vhsn v| 01 v| zeroshell (Local) v| kernel v| ouT= < | > Refresh | Close
22:53:52 FORWARD/006IN=ETHOO OUT=ppp0 SRC=192.168.1.20 DST=74.125.95.105 LEN=40 TOS=0x00 PREC=0x00 TTL=127 E

ID=33867 DF PROTO=TCP SPT=2856 DPT=80 WINDOW=65535 RES=0x00 ACK URGP=0

FORWARD/006IN=ppp0 OUT=ETHOO SRC=74.125.95.105 DST=192168.1.20 LEN=1452 TOS=0x00 PREC=0x00 TTL=54
ID=26946 PROTO=TCP SPT=80 DFT=2856 WINDOW=6930 RES=0x00 ACK URGP=0

FORWARD/001IN=ETHO0 QUT=pppl SRC=1921681.10 DST=79.70136.229 LEN=52 TOS=0x00 PREC=0%00 TTL=63
ID=55299 DF PROTO=TCP SPT=59635 DFT=55227 WINDOW=594 RES=0X00 ACK URGP=0

FORWARD/002IN=ppp1 OUT=ETHOO0 SRC=79.70.136 229 DST=192 168 1.10 LEN=576 TOS=0x00 PREC=0x00 TTL=117
ID=28763 PROTO=TCP SPT=55227 DFT=59635 WINDOW=63 RES=0X00 ACK URGP=0

FORWARD/003IN=ETHOO OUT=ppp0 SRC=192 168 1.20 DST=68.94.156 1 LEN=61 TOS=0%00 PREC=0x00 TTL=127
ID=33874 PROTO=UDP SPT=53782 DFT=53 LEN=41

FORWARD/003IN=ppp0 OUT=ETHOO SRC=6894.156.1 DST=192.168.1 20 LEN=122 TOS=0x00 PREC=0x00 TTL=248
ID=25147 DF PROTO=UDF SPT=53 DPT=53782 LEN=102

FORWARD/003IN=ETHOO OUT=ppp0 SRC=192 1681.20 DST=68.94.156 1 LEN=59 TOS=0x00 PREC=0x00 TTL=127
ID=33881 PROTO=UDP SPT=56197 DFT=53 LEN=39

FORWARD/003IN=ppp0 OUT=ETHOO SRC=6894.156.1 DST=192.168.1 20 LEN=174 TOS=0x00 PREC=0x00 TTL=245
ID=44170 DF PROTO=UDP SPT=53 DPT=56197 LEN=154

FORWARD/003IN=ETHOO OUT=ppp0 SRC=192 168 1.20 DST=68.94.156 1 LEN=65 TOS=0x00 PREC=0x00 TTL=127
ID=33903 PROTO=UDP SPT=65002 DPT=53 LEN=45

FORWARD/003IN=ppp0 OUT=ETHOO SRC=6894.156.1 DST=192.168.1 20 LEN=185 TOS=0x00 PREC=0x00 TTL=245
ID=17606 DF PROTO=UDP SPT=53 DPT=65002 LEN=165

FORWARD/001IN=ETHO0 OUT=ppp0 SRC=192.168.110 DST=165.194 77.77 LEN=52 TOS=0x00 PREC=0%00 TTL=63
ID=60767 DF PROTO=TCP SPT=44082 DPT=29264 WINDOW=1729 RES=0x00 ACK URGP=
FORWARD/002IN=ppp0 OUT=ETHO0 SRC=165164.77.77 DST=182 168 1.10 LEN=1452 TOS
ID=21402 DF PROTO=TCP SPT=29264 DPT=44082 WINDOW=65535 RES=0x00 ACK URGP=0

FORWARD/001IN=ETHO0 QUT=ppp0 SRC=192.168.110 DST=165.194 77.77 LEN=64 TOS=0x00 PREC=0%00 TTL=63
ID=61034 DF PROTO=TCP SPT=44082 DPT=20264 WINDOW=1699 RES=0x00 ACK URGP=0

FORWARD/002IN=ppp1 OUT=ETHOO0 SRC=79.70.136 228 DST=182 168 1.10 LEN=576 TOS=0x00 PREC=0x00 TTL=117
ID=29780 PROTO=TCP SPT=55227 DPT=59635 WINDOW=63 RES=0x00 ACK URGP=0
FORWARD/001IN=ETHOO OUT=ppp0 SRC=192.168.110 DST=165194 77.77 LEN=64 TOS
ID=61268 DF PROTO=TCP SPT=44082 DPT=29264 WINDOW=1639 RES=0x00 ACK URGP:
FORWARD/002IN=ppp0 OUT=ETHOO SRC=7850.137.104 DST=192.1681.10 LEN=57 TOS=0x00 PREC=0x00 TTL=119
ID=24650 DF PROTO=TCP SPT=28072 DPT=55102 WINDOW=65174 RES=0x00 ACK PSH URGP=0

=0x00 PREC=0x00 TTL=46

=0x00 PREC=0x00 TTL=63
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LOGMANAGER SETUP

Remote Syslo

[ Accept remote logs

[ send logs to remote Syslog Remote Syslog IP |
Auto Management Amount of used storage space: 165M (3%)
¥l Compress the oldest logs Threshold (60 %
¥ Delete the oldest logs Threshold %
Stop to log (this option is always active) Threshold [~ %

Export Logs

Starting Date Host Section

A R
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https://192.168.0.75/cgi-bin/kerbynet?Section=FW&STk=6e4502bc8d221b2e52f698147ef2c20b0asba422&Action=AddRulet

| FORWARD !Applyto|R0uted and Bridged Packets ~| Sequence [1 Ell:l“_ Confirm | Close ||
Description Value Not
Input ¥ O
Output = O
Packet Source IP (*) O
Matching Destination IP O
Fragments ] match only second and further fragments O
Packet Length 5 O
Source MAC | O
Protocol Matchi [ gt
Match all Layer 4 Protocols
Connection State || ot Clwew  Clestapuishep Clreeaten Clinvaiin Dl unTRACKED
IPTABLES Parameters [ ||| Manual |
Time Matching Fom[ [ dw[ [ =l | Cmon Cltue Dwed Cltho e Clsat Clsun
Layer 7 Protocol Description [ ot | L7 Manager |
Filters | R
DiffServ DsSCP 'I
Connection Limits Parallel connections per IP | more ~| than | Traffic per connection [more | than MB *
ACTION [acceeT ~| :DLOG | |/[second ~| Burst| ||
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USERS

® Users

* Groups

® |DAP [ NIS
* RADIUS

hd CaEt\ve Portal

* Hosts

* Router

* DNS

* DHCP

* VPN

* QoS

* \Wireless

® NNet Balancer
SECURITY

® Kerberos 5

* Firewall

* X500 CA

® HTTP Prox
® IMAP Server
* SMTP Server
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